Deep Compliance and
Policy Coverage

Tripwire compliance solutions
cover over 2,000 federally-
mandated security compliance
0S combinations.

Some examples:

» NIST Cyber Security
Framework, NIST 800-53,
NIST 800-171

» DISA STIGS

» FISMA

» NIST 800-82, NERC CIP,
IEC-62443 and RMF Building
Automation mandates

In addition, Tripwire solutions
support priority government
initiatives such as IT
Modernization, CDM, Cloud
Smart, etc.

EXECUTIVE BRIEF

Tripwire Solutions for
Federal Agencies

Tripwire has been a strategic partner to the U.S. Federal Government

for over 20 years, helping thousands of federal customers improve their

cybersecurity. As the pioneers of file integrity monitoring (FIM), Tripwire’s

expertise is built on a history of innovation that includes over 40 patents.

Teaming with parent company Belden, Tripwire also brings 100+ years of

expertise and integration with industrial technologies. Tripwire's known and

trusted IT/OT security capabilities are well suited for complex environments

in the nation’s critical infrastructure sectors, across dispersed on-prem

deployments, hybrid cloud architectures, and industrial control systems.

Why Federal Agencies
Trust Tripwire

Tripwire provides the essential cyberse-
curity platform that enables agencies to
see with confidence, decide with confi-
dence and operate with confidence while
meeting requirements established by
independent frameworks and regulatory
standards such as FISMA, NIST, DISA
and CIS.

Our award-winning cyber integrity
solutions are used across the DoD,
intelligence agencies and nearly every
civilian federal department and indepen-
dent agency, as well as the legislative
and judicial branches. We are proud

to be part of the CDM-approved prod-
uct list (APL) helping many agencies
improve their security posture.

Unmatched Integrity Management

Integrity management is an essen-
tial component of an effective
cybersecurity program. Why? Because
perimeter-based security and network
defenses routinely fail, making it safe
to assume that threat actors are in the
environment. Integrity management

is about having the confidence in the
ability to see critical assets, to make

decisions that assure system integrity,
and enabling operations that identify,
protect, detect, respond and recover.

Integrity management from Tripwire is
unmatched at providing visibility into
critical assets, assurance of system
integrity, and ensuring that opera-
tions stay focused on the right action.
Tripwire's best-in-class technology and
services allow agencies to focus on the
right endpoints in real time—on-site and
in the cloud—and enables intelligent
decisions and actions to strengthen
security.

See, Decide and Operate with
Confidence

The following Tripwire solutions can

be used individually or in combination

to help your agency reduce its attack
surface, streamline compliance efforts,
gain better system visibility and respond
to threats quickly.

FIM, SCM and Compliance:

Tripwire Enterprise

Tripwire® Enterprise pairs the industry’s
most respected file integrity monitoring

(FIM] capabilities with security configu-

ration management (SCM] for real-time
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change intelligence and threat detection.
It provides agencies with an unpara-
lleled breadth and depth of change
management intelligence.

Tripwire Enterprise is known for its
intrusion detection system and its
robust FIM capabilities. It stands out
because of its user-friendly interface
and out-of-the-box functionality. Easy-
to-read graphs identify changes by
platform and show whether they were
authorized or not.

Changes can then be examined on a
granular level to see the date, time,

user and other pertinent information.
Tripwire Enterprise makes it possible to
quickly detect any unplanned changes
that affect compliance status, which may
be early indicators of cyberattacks.

Its Policy Manager proactively hardens
systems by assessing configurations
against internal and external security
standards using a library of over 2,000
combinations of compliance policies and
platforms.

Reports and Dashboards:
Tripwire Connect

Tripwire Connect is a highly-custom-
izable reporting, analytics and
visualization platform that can deploy
and scale according to your agency's
needs. It allows agencies to quickly send
executive dashboards that don’t require
alterations. For example, it makes it
easier for an agency to provide dash-
board reports to DHS for CDM. Using
Tripwire Connect, agencies can view FIM
and vulnerability management (VM) data
side-by-side.

Log Management:
Tripwire Log Center

Tripwire Log Center™ provides secure
and reliable agent-based log collection
to add real-time intelligence to data,
along with security analytics and foren-
sics for rapid incident detection and
response. It readily integrates with your
existing infrastructure and includes a
growing library of correlation rules.
Combining Tripwire Log Center with
Splunk can be a cost-saver for govern-
ment agencies, as it allows them to limit
transmitted data volume.

Vulnerability Management:
Tripwire [P360

Tripwire IP360™ proactively discovers,
identifies, profiles and assesses the vul-
nerability risk of your agency’s assets.

It enables fast detection of vulnerabili-
ties, granular prioritization of risk, and
remediation management—offering
both agent-based and agentless VM
approaches.

Cloud

Tripwire solutions reduce complexity
and total cost of ownership across
hybrid environments, spanning on-prem
virtual machines, private cloud, public
cloud, multi-cloud, and containerized
environments, including AWS GovCloud,
Azure GovCloud, milCloud and others.

Managed Services

Tripwire offers managed services,
including the updating and manage-
ment of software, that reduces agency
risk and increases compliance while
filling gaps in agency budget and staff
resources.

Professional Services and
Resident Engineers

Tripwire Professional Services is a team
of certified Tripwire experts ready to
assist in maximizing the value of your
investment. They are available to work
virtually or on-site as needed with your
agency.

Tripwire also offers a Resident Engineer
program providing Tripwire-certified
employees onsite at your agency.
Tripwire Resident Engineers serve as an
expert-level, dedicated on-site resource
to manage your Tripwire solution.

Critical Infrastructure Protection

With the ability to span IT and OT
environments, Tripwire provides the
greatest scope of visibility and con-
tinuous monitoring of critical assets

for industrial environments, enabling
agencies to know what's on their net-
work, if assets are configured correctly,
if the configuration is changing, orif a
device is on the brink of failure. These
capabilities are foundational to ensuring
the resilience, safety and security of the
control systems that manage critical
infrastructure.

Schedule Your Demo Today

Let us take you through a demo
of Tripwire solutions and answer
any of your questions.

Visit tripwire.com/contact/
request-demo

Tripwire is the trusted leader for establishing a strong cybersecurity foundation. We protect the world's

systems safe. Learn more at tripwire.com

leading organizations against the most damaging cyberattacks, keeping pace with rapidly changing tech
complexities to defend against ever-evolving threats for more than 20 years. On-site and in the cloud, our
diverse portfolio of solutions find, monitor and mitigate risks to organizations’ digital infrastructure—all
without disrupting day-to-day operations or productivity. Think of us as the invisible line that keeps

The State of Security: News, trends and insights at tripwire.com/blog
Connect with us on LinkedIn, Twitter and Facebook
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