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DoD Digital Engineering Strategy

The strategy promotes the use of digital representations of
systems and components and the use of digital artifacts to

The department's five strategic goals for digital engineering are:

* Formalize the development, integration, and use of models to inform
enterprise and program decision making

* Provide an enduring, authoritative source of truth

* Incorporate technological innovation to improve the engineering
practice

» Establish a supporting infrastructure and environment to perform
activities, collaborate and communicate across stakeholders

* Transform the culture and workforce to adopt and support digital
engineering across the lifecycle

How many sources of truth exist in a single model of 1 national defense system?

(@)1 (b) 100 (c) 1,000 (d) 1,000,000



Navigable Relationships: NavRel

Provides a holistic fusion of digital Authoritative Source of
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Continuous Monitoring of RMF Controls
DOCUMENT-BASED

Manual Inspection

€ Jira Software . Risk
of Pass/Fail Result Management
. Framework
Human-in-the-loop! RME

OTHER CHALLENGES INCLUDED:

+ Information in the docurment lags system
+ Manual inspection of systermn vs, autormated reparting
+ AD lacks confidence in quality of documentation
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IMPROVEMENTS INCLUDE:
« Cloud Security team focuses on engineering
rather than documenting
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Requirements Verification

DOCUMENT BASED

Manually Updating
a Spreadsheet
Requirements Lacks Traceability! Agile Lifecycle
Model OTHER CHALLENGES INCLUDED: Ma nagement TOO|

- Lacks version control

- Inefficiency in meetings

- Disparate data types and fields

- No digital navigability to source
+ Unreliable Quality of information

ENTERPRISE ARCHITECTURE © Jira Software

AUTOMATED
TRACEABILITY!

Mavigable Relationships
Visualization Tool

o &

(NRViz)
FILTER
: J IMPROVEMENTS INCLUDED: . :
Requirements d - Includes version control Ag ile Llfecycle
Model UPDATE - Efficiency In meetings Management Tool
—m— - Like data types and fields

- Digital navigability to source
- Reliable Quality of information

Database

Digital
Threads

/ © Jira Software

oy
GAMEO ,
ENTERPRISE ARCHITECTURE A USG User performs their work by simply drawing
an arrow to the Requirements within the tool,
thereby automating its traceability.
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Model-Driven Testing

MANUAL INSPECTION

Digital Engineering 6
Environment Solution
Architecture
(DEESA)

@AMEO
ENTERPRISE ARCHITECTURE

Manual Inspection
of Pass/Fail Result

Lacks Traceability!

OTHER CHALLENGES INCLUDED:
- Wersion control

+ Mo digital navigability to source

- Quality of information: not reliable
« Relies on human subkjectivity

Digital Engineering 3 I AUTOMATED
Environment Solution 3 - —
Architecture RACEABILITY?

DEE Test
Spec Test
Automation |}
(DEESA) IMPROVEMENTS INCLUDED: Database ~ '

Zephyr
- Includes version control TESTS

Digital g —
. - Digital navigability to source Thrgeads E. . = | USApp
Behaviors - Reliable Quality of information User Stories ! gf;:f' :
« No human subjectivity el

TEST SPECS m —_—
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ENTE RPRITSE RCHITECTURE This is an automated pass / fail result o Jira Softwq re

generated from the USApp that was
previously done via manual inspection.
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Common Visualization

No Horizontal Integration
of Data Sources!

OTHER CHALLENGES INCLUDED:
- Often not near real-time

- Cannot simulate across environments
- Often docurment-based exports

+ No common representation of information
- Visualization is not comprehensive

Operational
Environment

DOCUMENT-BASED

Visualization Visualization

Visualization
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Data Source

Integrated Visualization
i 1 4‘3
+ Data changes updated near real-time
- Sirnulation capability across environments
« Forward and reverse information flows
- Mersion control

- Digital navigability to source information
« Comprehensive visualization
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GDIT Navigable Relationships OV-2
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Schema Declarative : Jira example

SysML block diagrams

modeling vocabulary

package jira[ @ jira ])
wblocks
" | blocks form a platform-
ki lssue . .
0. independent visual
: JiraM odelE lement [0..%]
- MVYCR_SubCapability [0..%]
instances : Instances [0..%] sblock »
values linkedT oF eature FeatureLink
gxpam_:l : atring [0..1] 0- i
id : string [0..1] “ |mwer ; string [0..1]
self: string [0..1] featureld : string [0..1)
key : string [0..1]
wblocks
fields Fields
0.1 values
reporter summary : string [0..1] components
tat created : string [0..1] -
stats updated - string [0..1] project
description ; string [0..1]
labels : =tring [0..%]
priority izzuetype
0.1 0.1 0.1 0.1 0.1 0.x
wblocks wblocks sblock» ablock s ablocks wblocks
User Status Priority IssueType Project Component
valles Valles VeSS Valles valles Valles
self: string [0..1] name : string name : string [0..1] avatarld : integer [0..1] simplified : boolean [0..1] self: string [0..1]
name : string [0..1] self: sfring self: string [0..1] name : string [0..1] name : string [0..1] id : string [0..1]
key : string [0..1] description : string iconUrl : string [0..1] self: string [0..1] self: string [0..1] name : &tring [0..1]
emaildddress | string [0..1] izonUrl : string id : string [0..1] description : string [0..1] id : string [0..1] description : string [0..1]
dizplayMame : string [0..1] id : string entityld : string [0..1] projeciTypekey : string [0..1]
active . boolean [0..1] statusColor : string id : string [0..1] key : string [0..1HidO rdinality = 0}
timezone : string [0..1] iconUrl : string [0..1]
locale : string [0..1] subtask : boolean [0..1]
accountType : string [0..1]
accountld : string [0..1]




GDIT Cybersecurity / c-ATO demonstration

* Model-based cyber control family library

« Logical modeling of cyber controls
L4 System reqL“rements [ Concept of Operation \

and
Maintenance

Requirements\ ystem
and Verification

Architecture and Validation

Operations

* Logical Architecture

« Automated model creation from solution environment
« Host information from cloud environment (AWS) ES
« Project management information from ALM tool (Jira) 9'%

Integration,
Test, and

Verification
Q

Implementation

Detailed

« Satisfaction of requirements with dashboard \ Design
« Platform-independent visualization

<
g
&
&
*
<
>
3
]
Ag’
&
g
&L

) S

Implementation
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GDIT Cybersecurity / c-ATO demonstration

Containment =8 Profile: |<ALL> v | Property:

= 5w Q o = e [lE -v =5 (= | © 1d: String[1] | =]

-[® PS Personnel Security «Requirements «GeneralCyberControls

-[®l PT Personally Identifiable Information Processing And Transparency «Requirements «GeneralCyber! B #* sAbstractRequirements Value
-[® RA Risk Assessment «Requirements «GeneralCyberControls - Derived I
i isiti i - DerivedFrom

-[®] 5A System And Services Acquisition «Requirements «General CyberControls
Slid = "51-4-4"

-[®/] 5C Systern And Communications Protection =Requirements =GeneralCyberControls

E-[8l S| System And Information Integrity «Requirements «GeneralCyberControls O Ma.ster
[El 5I-1 Policy and Procedures «Requirements «GeneralCyberControls "0 Ref.ln.edBy
LRl sI-2 Flaw Remediation «=Requirements «GeneralCyberControls :f::tﬁfd_?:) Determine criteria
! [&l 5I-3 Malicious Code Protection «Requirement» «GeneralCyberControls o Trace;To ermine criteria tor un
B1- (8] SI-4 System Monitoring <Requirement» «GeneralCyberControls O VerifiedBy

- [&] 51-4-0 System Monitoring =Requirements «GeneralCyberControls El- #* «General CyberControls

Applies To All SAP Systems
CMNSS 1253 March 2014 Baseline

- [Bl 5I-4-1 System Monitoring | System-wide Intrusion Detection Systern «Requirements «Genera
- [B] 5|-4-2 System Monitoring | Automated Tools and Mechanisms for Real-time Analysis «Requil

- [&] §I-4-3 Systern Monitoring | Automated Tool and Mechanism Integration «Requirements «Gei ConMon
ystermn Monitoring | Inbound and Outbound Communications Traffic «Requirements Control Number
stern Monitoring | System-generated Alerts <Requirements «GeneralCyberControls Control Type

stern Monitoring | Restrick Non-privileged Users «Requirement» «General CyberCont
sterm Monitoring | Automated Response to Suspicious Events «Requirements «Gene
stern Monitoring | Protection of Menitoring Information «Requirements «GeneralCy
ystem Monitoring | Testing of Monitoring Toels and Mechanisms «Requirements «Ge

Formal Compliance
Internal Compliance
J51G Important Guidance
Mitigation Strategy

- [B] §|-4- 1 S‘ rstern Menitering | Visibility of Encrypted Communications «Requirements «Genera Narrative
- [R] §1-4-11 Systern Monitoring | Analyze Communications Traffic Anomalies «Requirements «Gei NIST 800-33 Baseline
- [Bl §|-4-12 System Monitoring | Automated Organization-generated Alerts <Requirements «Gen Priority Number

Security Category
Security Guidance
Status

Test Method

- [B] 51-4-13 System Monitoring | Analyze Traffic and Event Patterns «Requirements «GeneralCybe
- [ 5I-4-14 System Monitoring | Wireless Intrusion Detection «Requirement» =GeneralCyberCont
- [B] 51-4-15 System Monitoring | Wireless to Wireline Communications =Requirements «General C
- [B] 51-4-16 System Monitoring | Correlate Monitoring Information «Requirements =GeneralCybel
- [Bl 5I-4-17 System Monitoring | Integrated Situational Awareness «Requirements «GeneralCyber

0000000000000 00O0

- (Bl 5|-4-18 System Monitoring | Analyze Traffic and Covert Exfiltration =Requirements «GeneralC
-~ [R] 5|-4-19

- [B] 51-4-20 System Monitoring | Privileged Users «Requirements «GeneralCyberControls < >

tem Menitoring | Risk for Individuals «Requirements «GeneralCyberControl=

- [B] §I-4-21 System Monitoring | Probaticnary Periods <Requirements =GeneralCyberControls - -

- [R] §1-4-22 Syster Monitoring | Unauthorized Metwork Services «Requirements «GeneralCyberCi
- [B] 5|-4-23 System Monitoring | Host-based Devices «Requirements «GeneralCyberControl»

- [R] §I-4-24 Systern Monitoring | Indicators of Compromise «Requirements «GeneralCyberControl A | H d b t I f' | t d t H I
----- [Rl 5I-4-25 System Monitoring | Optimize Network Traffic Analysis «<Requirements «General Cybe ® pp Ie a Cy er Con ro p ro I e O e al
i1- [B] 5I-5 Security Alerts, Advisories, and Directives =Requirement» =GeneralCyberControl»

E] [® sl-5 Security and Privacy Function Verification «Requirements «GeneralCyberControl= add itio nal p ro pe rties d u ri ng System d eSig n
E

- [B] 5I-7 Software, Firmware, and Informaticn Integrity «Requirements «GeneralCyberControls

- [B] 5I-8 Sparn Protection «Requirements «GeneralCyberControls

* Imported from NIST 800-53 standard
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Cybersecurity / c-ATO demonstration

Mame

Text

Status

Control Type

Pricrity Mumber

1 184

H System Menitoring | Probationary Periods

Implement the following additional menitoring of
individuals during [Assignment: organization-defined
probationary pericd]: [Assignment: crganization-defined
additional menitering].

Planned

Process

P1

2 182

E System Menitoring | Wireless to Wireline Communications

Ernploy an intrusicn detection system to monitor wireless
communications traffic as the traffic passes fromwireless
to wireline networks.

Tailored-Cut

Technology

P1

3 183

H System Monitoring | Automated Organization-generated Alerts

Alert [Assignment: organization-defined persennel or
roles] using [Assignment: organization-defined automated
mechanisims] when the fellowing indications of
inappropriate or unusual activities with security or privacy
implications cccur [Assignment: organization-defined
activities that trigger alerts],

Planned

Technaology

p2

4 |18.4

H System Monitoring | Restrict Mon-privileged Users

Withdrawn: incorporated into AC-6(10]).

Tailored-Out

Technaology

P3

3 |185

B System Monitoring | Systerm-Generated Alerts

Alert [Assignment: organization-defined persennel or
roles] when the following system-generated indications of
campromise or potential cormpromise cocun [Assignment:
organization-defined compromise indicators],

Planned

Technology

P1

B 186

B System Manitoring | Integrated Situational Awareness

Correlate information from monitering physical, cyber, and
supply chain activities to achieve integrated,
organization-wide situational awareness.

Planned

Technology

P1

« System design-time considerations applied to the cyber controls model

« System categorization
« Control applicability

* Implementation type

* Perioritization

12



GDIT Cybersecurity / c-ATO demonstration

Projects / @ DEE / [ DEE-17819

Implement integrated situational awareness control

@ Attach Create subtask &2 Linkissue v eee

General Metadata

Description

Normal text v B I - Av =i & A @ @ a8 ¢ +-

Description of work to be performed.

Acceptance criteria, story points, etc.l

m Cance

* Begin implementation of system to address control(s)
*  Who will perform the work?
» Description of work to be performed
* When will it be performed?
» Status of work to be performed

Irplemartation
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GDIT Cybersecurity / c-ATO demonstration

Services | Q mike.nash@gdit.com @ 2888-3899-3075 ¥
@ New EC2 Experience Instances (92) info Instance state ¥ L A v Launch instances
Tell us what you think
Q, Find instance by attribute or tag (case-sensitive) | ° | t. H I t t.
Solution implementation
(]} Name ¥ | Instance ID | Instancestate ¥ | Instancetype ¥ | Statuscheck | Alarmstatus | Availability Zone ¥ | Public IPv4 DN
EC2 Global Vi
lobal View O - i-0482eff4356a9728 O stopped  @Q t2.medium - Noalarms 4 us-east-2a - ° E ( :2 i n Sta n Ce d e p | Oyed to ad d reSS
Events
O D2EAWSADFSV02 i-022305e24033056cf @ Running @&, t2.medium @ 2/2 checks passed Noalarms 4 us-east-2a -
Tags L
[ ops-adlabol i-0379e3317e5e0db5f Ostopped @@ t3.small - Noalarms 4+  us-east-2a - S peCIfI C Contro
Limits
O ops-adlab02 i-09abbb7f170da8365 O stopped  AQ t3.small - Noalarms -+ us-east-2a -
.
v Instances O D2EAWSTCVO1 i-Obcbc9ba5160d9735 @Running  @Q  t3.xlarge ) 2/2 checks passed Noalarms =+ us-east-2b - Y Automated model_based represe ntatlon
Instances O D2EAWSDCV02(Domain... i-0ca5ae820487c388e @Rumning @& t2large @ 2/2 checks passed  Noalarms 4 us-east-2a - .
Instance T
nstance fypes [  D2EAWSDCVO1(Domain...  i-03c847d20ddc57082 @Rumning @A t2large @ 2/2 checks passed  Noalarms 4 us-east-2a - Of SOl utl O n
Launch Templates
P (] D2EAWSCRTVO1(Certifi... i-0f8ccfbfOcfc273b3 ®@Running @ t2.large @ 2/2 checks passed  Noalarms  + us-east-2a -
Spot Requests -
O DZEAWSADFSVO1(Local... i-0a7185d60225078d ®@Running @ t2.medium package aws_sc2_schema VPC_Architecturs[ [§5) avs_ec2_schema VPC_Architecture |
Savings Plans
] D2EAWSADSYNCVO1 i-097e6f0a8b0907e5b © Stopped  @Q t2.medium 5
Reserved Instances «VPC_Architectures
]} Gitlab i-05da9624b7db43801 @Running @& t3.xlarge
Dedicated Hosts
D2EAWSDCKYVO2 i-057bc6ca97d221d1f Stopped 2.2xl
Capacity Reservations o ! cbe © stoppe @a xarge -
[ D2EAWSDCKVO3 i-0b7f8d3e537073a85 ©stopped @A t2.2xlarge SRR
¥ Images
9 O D2EAWSKUBVO1 i-Ofaf1ed83c28ccf1b © stopped  AQ t3a.medium {ownerld = "288838553075",
AMIs reservationld = 'r-0fdE0dadi 12496442
O DZEAWSDCKVO1 i-09f4a6738ef55dfa8 ©stopped @Q  t2.2xarge Ef
AMI Catalog
d alnstancess [l
{amil aunchindex = 0,
architecture = "x35_64".
ebsOptimized,
ensSupport,
hypervisor ="xen",
imageld = “smi-097a2df4ac34 7655,
instanceld = " D4chffbE2iSheld0e",
instanceType = "3 mediun’,
keyName = "Mi=_key_pair”.
lsunchTime = "2022-10-256T15:31:43+00:00",
privateDnsName = "ip-172-20-18-40.us-east 2.compute internal’,
y privatelpAddress = "172.20.16.40",
rontDeviceName = davisdal”.
Concept o Aesmon £ roctDevicsType = "sbs”,
Opemtions [rer—r— sourceDestCheds,
subnetld = "subnet-04adBafds136a0455",
virtualizationType = "hvm",
vpeld = "wpo Dalc33hIE5faddate’)
ST .
. R/ T i
% abttatin
Y
Detaied
Diecian
%;, K‘ ) «Networkinterfacess
) {macAddress = "05:96:3b:56-e8 b,
networkinteriaceld = "eni-0c50ca30738a8113d",
«lagss m;lg;g‘t?mmﬁ", «Staten «SecurityGroupss
«Placements atabs = ! «BlockDeviceMappings» «Monitorings -~
{key = "Name", subnetld = "subnet-04a08afdd 136a0455", {eode =18, {groupld = "sg-0a5atfeal 12605204,
value = "Demo_monitoring_s erver} {availabilityZone = "s-east-2b'} wpeld = "vpo- 020330255438 name ="running'} {deviceName = "/devisdal"} groupilame = "launch-wizard-22'} {state = "running'}
Imainmpntation
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Cybersecurity / c-ATO demonstration

bdd [Package] Physicall Digéal Thread Example 1 J

«lssuss

id = "38064",
key = "DEE-17821",
sell = "hitps /Mleanagile atlassian net/rest/api/latest/issue/38064"})

{expand = "operalions, versionedRepresentations editmeta changelog customfield_10010 requestTypePractice, renderedFields”,

Example of digital thread
data stored as tag values

™
|1fl'ncel
' Navigable
«Instancess Re|ati0n5hip ¥ cFiekdsa [=]

{amiLaunchindex = 0, {created = "2023-01-25T16:03.49.596-0500",
architecture = "x86_64", description = "Deploy a virtual server to host software
ebsOptimized, that emits automated alerts when a potential
enasupport, compromise occurs.”,
hypervisor = "xen", N e = summary = "Design solution for System-Generated
imageld = "ami-097a2df4ac947655f", i Alerts",
instanceld = "i-04cbffb62iSbeld0e", {code = 16, updated = "2023-01-25T16:03:49.596-0500"}

instanceType = "t3 medium",
keyName = "Mike_key_pair",
launchTime = "2022-10-25T15:31:43+00:00",

privatelpAddress = "172.20.16.40",
rootDeviceName = "/dev/sdal”,
rootDeviceType = "ebs”,
sourceDestCheck,

subnetld = "subnet-04adBafd8136a0495",
virtualizationType = "hvm”,

privateDnsName = "ip-172-20-16-40 us-east-2 compute intemal”,

name = “running"}

aStatuss ,:3_‘
{descnption = "The feature has been created and ready for the the teams
to refine, add stories so they can start work on it.",
iconUrl = "https_/leanag1le_atlassian_netimages/icons/statuses/open_png-,
id="1"
name = "Open",

self = "ntips /Mleanag1le aliassian netrest/api/2/statuscategory/2"}

vpcld = "vpc-0a0c 33b255fad3e8e") Navigable
— Relationship
h:sutlsﬂm
']
«cyberControEnhancements

{Control Type = Technology,
Formal Compliance = false,
Id="18.5",

Internal Compliance = false,
Priority Number = P1,
Status = Planned,

[Assignment: organization-defined compromise indicators]."}

System Monitoring | System-Generated Alerts

Text = "Alert [Assignment: organization-defined personnel or roles] when the following
system-generated indications of compromise or potential compromise occur.

ASOT Location
Jira
AWS
RMF Control

Composed digital thread
* Requirements
* Design
« Solution
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Cybersecurity / c-ATO demonstration

Text

Status

Control Type

Priority
MNumber

Control
Satisfied

Host State

= lJira Link

AWS EC2 Link

E system Monitoring | System-Generated Alerts

Alert [Assignment: organization-defined
persennel or roles] when the following
system-generated indications of compromise
or potential compromise occur: [Assignment:
organization-defined compromise indicators].

Planned

Technology

P1

2| true

running

https://leanaglle.atlassi
an.net/browse/DEE-1781

https://us-east-2.consol
e.aws.amazon.com/ec2/
v2/homelregion=us-eas
t-2#Instances:

E System Monitaring | Probationary Periads

Implement the following additional
menitering of individuals during [Assignment:
organization-defined probationary period]:
[Assignment: organization-defined additional
monitering].

Planned

Process

P1

[Otalse

E System Monitaring | Wireless to Wireline Communications

Employ an intrusion detection systemto
monitor wireless communications traffic as the
traffic passes from wireless to wireline
networks.

Tailored-Out

Technology

P1

[alse

E System Monitoring | Automated Organization-generated Alerts

Alert [Assignment: organization-defined
persennel or roles] using [Assignment:
organization-defined automated mechanisms]
when the following indications of
inappropriate or unusual activities with
security or privacy implications cccur
[Assignment: organization-defined activities
that trigger alerts].

Planned

Technology

p2

[Otalse

E System Monitaring | Restrict Non-privileged Users

Withdrawn: incorporated inte AC-6(10).

Tailored-Out

Technology

P3

[alse

H system Monitoring | Integrated Situational Awareness

Correlate information from monitoring
physical, cyber, and supply chain activities to
achieve integrated, organization-wide
situational awareness,

Planned

Technology

P1

[talse

Cyber control dashboard with navigable relationships to design and solution

» Dynamic satisfaction of controls according to state of solution

(“running”)

» Hyperlinks to sources of truth for related artifacts

teralnmartatian
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GDIT Cybersecurity/c-ATO demonstration

Thread = Schema Thread Composition

B & a9 lg |47 @, =y | @) om | GR Save Last Related Artifact Query

SecurityGroups

o= Ressrvations o=
. = ] . =13 Instances
's_ec2_schema.VPC_Architecture

= =

« Visualization of cyber thread outside of modeling tool for
stakeholder analysis, monitoring

Irplementatian
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