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The strategy promotes the use of digital representations of 
systems and components and the use of digital artifacts to design 
and sustain national defense systems.

The department's five strategic goals for digital engineering are:

DoD Digital Engineering Strategy

How many sources of truth exist in a single model of  1  national defense system?

• Formalize the development, integration, and use of models to inform 
enterprise and program decision making

• Provide an enduring, authoritative source of truth

• Incorporate technological innovation to improve the engineering 
practice

• Establish a supporting infrastructure and environment to perform 
activities, collaborate and communicate across stakeholders

• Transform the culture and workforce to adopt and support digital 
engineering across the lifecycle

(a) 1 (b) 100 (c) 1,000 (d) 1,000,000



Navigable Relationships: NavRel
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SysML block diagrams 
form a platform-

independent visual 
modeling vocabulary

Schema Declarative : Jira example



Cybersecurity / c-ATO demonstration

• Model-based cyber control family library
• Logical modeling of cyber controls
• System requirements
• Logical Architecture
• Automated model creation from solution environment

• Host information from cloud environment (AWS)
• Project management information from ALM tool (Jira)

• Satisfaction of requirements with dashboard
• Platform-independent visualization
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Cybersecurity / c-ATO demonstration
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• Imported from NIST 800-53 standard

• Applied a cyber control profile to detail 
additional properties during system design



Cybersecurity / c-ATO demonstration
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• System design-time considerations applied to the cyber controls model
• System categorization
• Control applicability
• Implementation type
• Prioritization



Cybersecurity / c-ATO demonstration
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• Begin implementation of system to address control(s)
• Who will perform the work?
• Description of work to be performed
• When will it be performed?
• Status of work to be performed

• Automated model-based representation of design



Cybersecurity / c-ATO demonstration
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• Solution implementation
• EC2 instance deployed to address 

specific control
• Automated model-based representation 

of solution



Cybersecurity / c-ATO demonstration
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Composed digital thread
• Requirements
• Design
• Solution



Cybersecurity / c-ATO demonstration
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• Cyber control dashboard with navigable relationships to design and solution
• Dynamic satisfaction of controls according to state of solution 

(“running”)
• Hyperlinks to sources of truth for related artifacts



Cybersecurity/c-ATO demonstration
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• Visualization of cyber thread outside of modeling tool for 
stakeholder analysis, monitoring
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